
Protect Your Office from 
Hackers, Accidents,  and Insiders



IT Advisory Services API Development

Technology Insurance Public Speaking

Hiring & Coaching IT 
Professionals

SWAT Team for Tech Events 
(hacks and more)



Storytime



Philosophy on 
Security and Privacy





Who Reuses 
Passwords?



Agenda
Things are Different
Five Risks for the Business
Is Alexa my new roommate?
Technology Insurance
Practical Personal Security Resources



Things are Different
Every business is a technology business
Tech constantly changes
Crooks for hire
Accidents happen
Security extends from the office to the 
home



Five Risks for a Business
No budget
The IT Guy aka understaffing
Lack of Understanding
No Reliable Source of Best Practices
Using IT Reactively instead of Proactively



Five Risks for a Business
No budget è Investment
The IT Guy à Partner or Training
Lack of Understanding à Partner
No Reliable Source of Best Practices à Partner and 
Share with Peers
Using IT Reactively instead of Proactively à Plan



Risks by Size
Solo/Small

•Under $5MM
•Under 150 
people

Medium

•$6-20MM
•150-1000 
people

Large

•$21MM+
•1000+ people





What Can I Send via Regular 
Email and Text? 



Any ID number Ethnicity Marital Status Performance 
Reviews

Bank account 
info Gender Citizenship Info Credit Score

Driver’s License 
(pic or number) Date of Birth Credit/Debit 

Card Criminal History

Social Security 
Info Home Address Passport Medical Data

Disability Status Email with 
private info Military Status Payroll Info

Do Not Email or Text





What’s the Least I Have to Do?
•How to spot a bad email & MFA

•Breach responses — fake it and see what happens

•Update policies and procedures

•Work from home policy

•VPN policy

•Personal device policy



No More Scary Stuff



Technology Insurance
Every business is a technology business
Now it the time to buy or increase coverage
BOP versus Tech Insurance
Patience



Common Mistakes on 
Applications

Involving only IT (internal or external)
No validation of the application
Skipping on the “plain language” response from 
underwriters
Low funds transfer limit
Multiple carriers



https://securitycheckli.st/

https://securitycheckli.st/


Be notified when the podcast 
goes live



Contact: Bill Dotson
859-654-7625
bill@rocker.io

mailto:bill@rocker.io


Appendix



Password Tips
Use pass phrases if possible
Password Managers
Don’t change it
No family or work info in the password
As many characters as possible
Different passwords everywhere
Don’t share if possible
Compare against hacked passwords





http://haveibeenpwned.com

http://haveibeenpwned.com


When is Scammer’s Season?



W-2 Spear phishing
Happening right now



Security Tips
Multi-factor authentication
Implement a password change to passphrases
Increase security training 
Auto-update Home machines
COVID-19 scams


